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ETS Security Requirements 

Title:  Automatic Passenger Counters 
 
Contractor must comply with the stated requirements for each item checked ( ): 
 

    Security and Access.  Any access by Contractor to any aspect of the County’s network must 
comply at all times with all applicable County access and security standards, as well as any other 
or additional restrictions or standards for which County provides written notice to Contractor.  
Contractor will provide any and all information that County may reasonably request in order to 
determine appropriate security and network access restrictions and verify Contractor’s 
compliance with County security standards.  If at any point in time County, in the sole discretion 
of its Chief Information Officer, determines that Contractor’s access to any aspect of the County’s 
network presents an unacceptable security risk, County may immediately suspend or terminate 
Contractor’s access and, if the risk is not promptly resolved to the reasonable satisfaction of the 
County’s Chief Information Officer, may terminate this Agreement or any applicable Work 
Authorization upon ten (10) business days’ notice (including, without limitation, without 
restoring any access to the County network to Contractor).  
 

  Data and Privacy.  Contractor shall comply with all applicable data and privacy laws and 
regulations, including without limitation the Florida Information Protection Act of 2014, Florida 
Statutes Section 501.171, and shall ensure that County data processed, transmitted or stored in 
the System is not accessed, transmitted or stored outside the continental United States.  
Contractor may not sell, market, publicize, distribute, or otherwise make available to any third 
party any personal identification information (as defined by Florida Statutes Section 817.568 or 
Section 817.5685) that Contractor may receive or otherwise have access to in connection with 
this Agreement, unless expressly authorized in advance by County. If and to the extent requested 
by County, Contractor shall ensure that all hard drives or other storage devices and media that 
contained County data have been wiped in accordance with the then-current best industry 
practices, including without limitation DOD 5220.22-M, and that an appropriate data wipe 
certification is provided to the satisfaction of the Contract Administrator.  

 
    Managed Services; Professional Services; Third-Party Vendors.  Contractor shall immediately 

notify County of any terminations or separations of Contractor’s employees who performed 
Services to County under the Agreement or who had access to County data, and Contractor must 
ensure such employees’ access to County data and network is promptly disabled.  Contractor 
must ensure all Vendor’s employees with access to County’s network via an Active Directory 
account comply with all applicable County policies and procedures when accessing County’s 
network.  Contractor shall provide privacy and information security training to its employees with 
access the County’s network upon hire and at least once annually.  If any unauthorized party is 
successful in accessing any information technology component related to the Contractor, 
including but not limited to servers or fail-over servers where County data or files exist or are 
housed, Contractor shall report to County within twenty-four (24) hours of becoming aware of 
such breach.  Contractor shall provide County with a detailed incident report within five (5) days 
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after the breach, including remedial measures instituted and any law enforcement involvement.  
Contractor shall fully cooperate with County on incident response, forensics, and investigations 
into Contractor’s infrastructure as it relates to any County data or County applications.  
Contractor shall not release County data or copies of County data without the advance written 
consent of County. 
 

   Remote Access.  Any remote access by Contractor must be secure and strictly controlled 
with current industry standards for encryption (e.g., Virtual Private Networks) and strong pass-
phrases.  For any device Contractor utilizes to remotely connect to County’s network, Contractor 
shall ensure the remote host device is not connected to any other network while connected to 
County’s network, with the exception of personal networks that are under Contractor’s complete 
control or under the complete control of a user or third party authorized in advance by County 
in writing.  Contractor shall not use an open, unencrypted third party provided public WiFi 
network to remotely connect to County’s network.  Equipment used to connect to County’s 
networks must: (a) utilize antivirus protection software; (b) utilize an updated operating system, 
firmware, and third party-application patches; and (c) be configured for least privileged access.  
Should Contractor exceed the scope of remote access necessary to provide the required services 
under this Agreement, as determined in County’s sole discretion, County may suspend 
Contractor’s access to County’s network immediately without notice.  Contractor must utilize, at 
a minimum, industry standard security measures, as determined in County’s sole discretion, to 
safeguard County data that resides in or transits through Contractor’s internal network from 
unauthorized access and disclosure.  
 

    System and Organization Controls (SOC) Report.  Prior to the commencement of any 
services, at least once annually, and upon request for the duration of the Agreement, Vendor 
must provide County with a copy of a current unqualified System and Organization Controls (SOC) 
2 Type II Report for the Vendor, as well as any third party that provides hosting, SaaS, or data 
storage services for the Vendor platform, inclusive of all five Trust Service Principles (Security, 
Availability, Processing Integrity, Confidentiality, and Privacy), unless the County’s Chief 
Information Officer in his or her sole discretion approves other documentation of appropriate 
security controls implemented by Vendor.  If the audit opinion in the SOC 2, Type II report is 
qualified in any way, Vendor shall provide sufficient documentation to demonstrate remediation 
of the issue(s) to the satisfaction of the County’s Chief Information Officer. 
 

    Software Installed in County’s Network.  Contractor shall advise County of any third party 
software (e.g., Java, Adobe Reader/Flash, Silverlight) required to be installed and all versions 
supported.  Contractor shall support updates for critical vulnerabilities discovered in applicable 
third party software.  Contractor shall ensure that the Software is developed based on industry 
standards and best practices, including following secure programming techniques and 
incorporating security throughout the software-development life cycle.  Contractor must develop 
and maintain the Software to operate on County-supported and approved operating systems and 
firmware versions.  Contractor must mitigate critical or high risk vulnerabilities to the Contractor 
Platform as defined by Common Vulnerability and Exposures (CVE) scoring system within 30 days 
of patch release.  If Contractor is unable to apply a patch to remedy the vulnerability, Contractor 
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must notify County of proposed mitigation steps to be taken and timeline for resolution.  
Contractor shall ensure the Software provides for role-based access controls and runs with least 
privilege access.  Contractor shall support electronic delivery of digitally signed upgrades from 
Contractor’s or the third-party licensor’s website.  Contractor shall enable auditing by default in 
software for any privileged access or changes.  The Software must not be within three (3) years 
from Software's end of life date and the Software must run as least privilege without using fixed 
or default passwords. Contractor shall regularly provide County with end-of-life-schedules for all 
applicable Software.  Contractor will support encryption using at a minimum Advanced 
Encryption Standard 256-bit encryption keys (“AES-256”) or current industry security standards, 
whichever is higher, for confidential data at rest.  Contractor will use transport layer security (TLS) 
1.1 or current industry standards, whichever is higher, for data in motion.  
 

   Equipment Leased or Purchased from Contractor.  Contractor shall ensure that physical 
security features to prevent tampering are included in any Equipment provided under this 
Agreement.  Contractor shall ensure, at a minimum, industry-standard security measures are 
followed during the manufacture of the Equipment provided under this Agreement. Any 
Equipment provided under this Agreement shall not contain any embedded remote control 
features unless approved in writing by County’s Contract Administrator.  Contractor shall disclose 
any default accounts or backdoors that exist for access to County’s network.  If a new critical or 
high security vulnerability is identified, Contractor shall supply a patch, firmware update, or 
workaround approved in writing by County’s Contract Administrator within thirty (30) days after 
identification of vulnerability and shall notify County of proposed mitigation steps taken.  
Provider must develop and maintain hardware to interface with County-supported and approved 
operating systems and firmware versions.  If a Contractor shall make available, upon County’s 
request, any required certifications as may be applicable per compliance and regulatory 
requirements (e.g., Common Criteria, Federal Information Processing Standard 140).  The 
Equipment must not be within three (3) years from Equipment's end of life date.  Contractor shall 
regularly provide County with end-of-life-schedules for all applicable Equipment.  Contractor 
shall support electronic delivery of digitally signed upgrades of any applicable Equipment 
firmware from Contractor’s or the original equipment manufacturer’s website.  
 

    Payment Card Industry (PCI) Compliance. If and to the extent the Provider Platform accepts, 
transmits or stores any credit cardholder data County or is reasonably determined by County to 
potentially impact the security of County’s cardholder data environment (“CDE”), the following 
provisions shall apply: Provider shall comply with the most recent version of the Security 
Standards Council’s Payment Card Industry (“PCI”) Data Security Standard (“DSS”).  Prior to the 
Effective Date, after any significant change to the CDE, and annually Provider shall provide to 
County:  A copy of their Annual PCI DSS Attestation of Compliance (“AOC”); A written 
acknowledgement of responsibility for the security of cardholder data the service providers 
possess or otherwise store, process or transmit on behalf of the County, or to the extent that 
the service provider could impact the security of the county’s cardholder data environment.   A 
PCI DSS responsibility matrix that outlines the exact PCI DSS Controls are the responsibility of 
the service provider and which controls the service provider shares responsibility with the 
County. Provider shall follow the VISA Cardholder Information Security Program (“CISP”) 
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payment Application Best Practices and Audit Procedures and maintain current validation.  If 
Provider subcontracts or in any way outsources the CDE processing, or provides an API which 
redirects or transmits County Data to a payment gateway, Provider is responsible for 
maintaining PCI compliance for their API and providing the AOC for the subcontractor or 
payment gateway to the County. Mobile payment application providers must follow industry 
best practices such as VISA Cardholder Information Security Program (“CISP”) or OWASP for 
secure coding and transmission of payment card data.  Provider agrees that it is responsible for 
the security of the County’s cardholder data that it possesses, including the functions relating 
to storing, processing, and transmitting of the cardholder data. Provider will immediately notify 
County if it learns that it is no longer PCI DSS compliant and will immediately provide County the 
steps being taken to remediate the noncompliant status. In no event should Provider’s 
notification to County be later than seven (7) calendar days after Provider learns it is no longer 
PCI DSS complaint.  Provider shall enforce automatic disconnect of sessions for remote access 
technologies after a specific period of inactivity with regard to connectivity into County 
infrastructure. (PCI 12.3.8)   Provider shall activate remote access from vendors and business 
partners into County network only when needed by vendors and partners, with immediate 
deactivation after use. (PCI 12.3.9) Provider shall implement encryption and two-factor 
authentication for securing remote access (non-console access) from outside the network into 
the County’s environment with access to any stored credit card data. (PCI 8.3) Provider shall 
maintain a file integrity monitoring program to ensure critical file system changes are monitored 
and approved with respect to County Data. (PCI 10.5.5) All inbound and outbound connections 
to County’s CDE must use Transport Layer Security (TLS) 1.2 or current industry equivalent 
(whichever is higher).   
 
 





TOTAL POINTS: 35
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Vendor:   _________________________                                 Software Name:       

  

 The vendor supplied software should demonstrate the functional requirements on the following:   
Item# Demonstrate   (YES) (NO) 

1 Demonstrate that this a standalone system    

2 Demonstrate that this system can interface with CAD/AVL   

3 Demonstrate data transfer can be done over Wi-Fi and cellular with validation and reconciliation   

4 Demonstrate the ability for the APC to interface with the County’s fare collection system   

5 Demonstrate ability to provide live information and quick information upload   

6 Demonstrate that the APC can interface to an existing GPS Antenna   

7 Demonstrate the ability to interface with / permit data transfer to GIRO Hastus including RIDER and ATP modules as well as TransTrack 
Manager Dashboard for non-users (i.e. Senior Leadership, etc.)  

  

8 Demonstrate that hardware can self-diagnose to identify faulty or malfunctioning sensors   

9 Demonstrate ability to accurately count passengers to 98% in accordance with industry standards as they Board/Off-board and alight and that 
the data is recorded as a function of individual stops, routes, and runs. Provide clarification on whether the significance measures the 
accuracy, reliability, or the confidence level in the sampling. 

  

10 Demonstrate that passengers can be counted getting on and off at each door of the transit vehicle   

11 Demonstrate that the system can distinguish between an adult, child, and a non-human (service animal, carts, luggage, bags, etc. should not 
be counted) 

  

12 Demonstrate that the system can count wheelchair, bicycle rack, and lift-deployment activity/capacity on the transit vehicle   

13 Demonstrate that the system can calculate Unlinked Passenger Trips (UPT), Passenger Miles Travelled (PMT), and vehicle load/factor by stop, 
route, run, block, pattern, trip, trip-segment, time of day, and day type. Provide clarification of whether the system can extrapolate 100% 
counts from a smaller sample. If so, what is the accuracy on a route/stop level. Provide clarification on what is required of the operator versus 
the APC equipment to meet random sampling requirements. 

  

14 Demonstrate the ability to extract data at multi-route stops for both totals and individual route boardings and alightings   

15 Demonstrate the ability to generate reports across transit picks/bookings without having to merge files in post processing and to distinguish 
between day types  

  

16 Demonstrate the ability to generate reports that combine all route variants automatically without having to merge files in post processing   

17 Demonstrate that all reports can be exported in CSV, Excel, Word, and PDF format   

18 Demonstration a random selection of one-way trips by day/type for each pick   

19 Demonstrate a blank stop by stop ridecheck form for selected random trips   



20 Demonstrate canned, adhoc and customer reporting capabilities for different types of reports produced and the ability to independently produce 
additional custom standard i.e. crystal reports or adhoc reports; including the following: 

Sample removal functionality and report that permits administrators to remove APC samples from data reports based on defined criteria 
and/or automatic sample trip rejection on defined criteria 

Route completion report which provides the number and percentage of weekday, Saturday, and Sunday trips sampled by route or 
systemwide during a specified data range 

Daily process report on the status of APC data upload to the system/server 

NTD annual passenger data report that summarizes key NTD service statistics including UPT, PMT, and average trip length by transit mode 

Random trip generator report for NTD passenger mile estimation (annual average trip length x ridership) sampled systemwide by type of day 
along with a ride check form for each corresponding sampled generated trip  

Ridership report by route, direction, pattern, or segment filtered by time of day, service/day type and data span 

Stop by stop ridership by route or system wide filtered by time of day, service/day type and data span including an option to only show time 
points 

Trip/trips report including: load factor, boardings, alightings, runtime, distance, passengers per mile, passengers per hour, passenger miles, 
and maximum load point by route, direction, route pattern, stop by stop, time of day, service/day type, and date span 

Ridership and Route Productivity report provides ridership, peak load factor, passengers per revenue hour, passengers per revenue mile 

Schedule Adherence report (dashboards and graphical display) by route, direction, route pattern, trip, trip segment, and block with the 
option to exclude selected time points and manually define OTP thresholds filtered by service/day type, time, and date span 

Stop By Stop Detail report provides a detailed output for each trip and stop sampled by APC that includes actual time, scheduled time, dwell 
time, arrival load, ons, offs, leave load, wheelchair ramp reporting, bicycle ramp reporting, stop ID; and stop description report can be 
generated by route, and filtered by day/service type, time of day, and date span 

Wheelchair report provides summaries and averages for wheelchair use at stops along a route filtered by day/service type, time, and date 
span 

Bicycle Rack report provides summaries and averages for bicycle use at stops along a route filtered by day/service type, time, and date span 

 

  

21 Demonstrate what is recorded in a typical trip, boarding/alighting   

22 Demonstrate the system capabilities to handle all data flow communications from the buses to the backend and vice versa (hosted and on 
Premises) 

  

23 Demonstrate hardware, software and connectivity required for the back office   

24 Demonstrate the ability of system administrators to define security policies   

25 Demonstrate the ability to monitor the status of all components (on-board equipment) and the capability to review and modify application system 
configuration and parameters 

  

26 Demonstrate the maximum amount of data storage on the vehicle and ability to retrieve, analyze, display and print data.   

27 Demonstrate features of the customer web portal   

28 Demonstrate the difference between on-site vs hosted solution   

29 Demonstrate the capability of live/real-time data   

30 Demonstrate that this system can interface with CAD/AVL   

31 Demonstrate both on premise and cloud hosted options with a focus on performance     

32 Demonstrate Active Directory integration   

33 Demonstrate your maintenance and support plan with your roadmap for product upgrades   

34 Demonstrate your full fleet implementation/timeline plan   

35 Demonstrate your system installation plan   

36 Demonstrate your system only uses supported third-party hardware and third-party software components   

37 Demonstrate your plan to continue using supported third-party hardware and third-party software   

38 Demonstrate your ability to deliver a configurable system without customization for Broward County   

39 Demonstrate a detailed systems architectural diagram of your solution   

40 Demonstrate your ability to deliver your solution to a diverse fleet of makes and models   

 









                               

Michele Ludwig 

With no exclusions or limitations for:

Insurance May Be waived if no 
driving will be done in performance of 
services

May be used to supplement minimum
liability coverage requirements.

 

Digitally signed by TIMOTHY CROWLEY 
DN: dc=cty, dc=broward, dc=bc, 
ou=Organization, ou=BCC, ou=RM, 
ou=Users, cn=TIMOTHY CROWLEY 
Date: 2017.08.29 12:38:47 -04'00'

































































 

















IF DBE PARTICIPATION HAS BEEN TARGETED THROUGH RACE-NEUTRAL 
MEANS (NO DBE NUMERICAL PARTICIPATION GOAL), EACH 
BIDDER/RESPONDER IS STRONGLY ENCOURAGED TO SUBMIT THE 
FORMS SET FORTH ABOVEPRIOR TO AWARD OF YOUR BID, OFFER, OR 
PROPOSAL.





IF DBE PARTICIPATION HAS BEEN TARGETED THROUGH RACE-NEUTRAL 
MEANS, THE FORMS SET FORTH ABOVE NEED NOT BE SUBMITTED. 
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In the event the bidder/offeror does not receive award of the prime contract, any and all representations in this Letter of Intent and Affirmation shall be 
null and void.    









 _________________   ___________________________________________________________ 
 (Date)      Authorized Signature 
 

      

       Print Name and Title  
 
       ___________________________________________________________ 
       Name of Contractor 
 



____________________   ___________________________________________________________ 
 (Date)      Authorized Signature 
 
      ___________________________________________________________ 
      Print Name and Title  

 
      ___________________________________________________________ 
      Name of Contractor 



__________                 ___________________________________________________________ 
(Date)       Authorized Signature 
 
      ___________________________________________________________ 
      Print Name and Title 
 
      ___________________________________________________________ 
      Name of Contractor    



 
 
____________________   ___________________________________________________________ 
(Date)      Authorized Signature 
 
      ___________________________________________________________ 
      Print Name and Title 
 
      ___________________________________________________________ 
      Name of Contractor 
 



 
____________________   ___________________________________________________________ 
(Date)      Authorized Signature 
 
      ___________________________________________________________ 
      Print Name and Title  
 
      ___________________________________________________________ 
      Name of Contractor 
 



 
____________________   ___________________________________________________________ 
(Date)      Authorized Signature 
 
      ___________________________________________________________ 
      Print Name and Title 
 
      ___________________________________________________________ 



a TVM, herby certifies that it has complied with the
            (Name of Firm)   

requirements of Section 26.49 of 49 CFR Part 26 by submitting a current DBE Goal to the FTA. The goals apply to 
fiscal year _________________ and have been approved or not disapproved by the FTA.    
                              (Date of Fiscal Year) 
           

hereby certifies that the manufacturer of the transit vehicle
                    (Name of Firm) 
 
to be supplied has complied with the above- referenced
                 (Name of Manufacturer) 

 

requirements of Section 26.49 of 49 CFR Part 26.  

 
_________________________________________________   _______________________________ 
(Authorized Signature)        (Date)  
 

 Print Name and Title 
 
 

 




