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DATE: 02/24/2017

TO: Brenda J. Biilingsley, Director
Purchasing Division

FROM: Keith A. Wolf, Information Systems Administrator, Infrastructure Services /keithwolf
Enterprise Technology Services / ' cf* isjmi -osw

SUBJECT: Request for O Sole Source Q Sole Brand ^ Both (Check the applicable box)

Permission to Negotiate Two-Party Agreement with Mission Critical Systems Inc. for Sole
Source Procurement of Sole Brand Checkpoint Hardware and Support & Licensing Services

I have reviewed the following sole source justification and concur withsubject request, fully understanding the Implications of Section 838.22 of the
Florida Statutes;

(2) "Itis unlawful for a public servant, with corrupt intent to obtain a benefit for any person or to cause unlawful harm to another,
to circumvent a competitive bidding process required by law or rule by using a sole source contract for commodities or services."
(5) "Any person who violates this section commits a felony of the second degree, punishable as provided In s. 775,082, s.
775.083, or s. 775.084."

^ Discussion on this requirement took place In previous uninterrupted years for this product.

The submission of this memorandum is to approve Mission Critical Systems Inc. as the "Onlv One Reasonable Source"
provider of Checkpoint Firewall Appliance Hardware, License Subscription and Premier Support, hereby recommended
as a "Sole" Brand product. Mission Critical Systems as a "Premier" reseller of Checkpoint equipment handles the
administrative account maintenance between Checkpoint and Broward County. The involvement of Mission Critical
requires a heavy integration of their services for the County's use of this product line. Using Checkpoint's "Support
Center," MissionCritical is the only vendor who can provide the administrative information on the County's equipment
guarantees (warranty), support programs, subscription licensing records, and support history. Master Agreement
R1315813Q1 awarded on 03/19/2015 [expiration 03/31/2018) is a result of an RFQ providing services for ETS with a
not to exceed amount of $379,545. With the heightened awareness surrounding information technology security
(cybersecurity), additional Agencies are now requesting use of this Master Agreement as they reinforce their individual
networks and the existing threshold cannot support these requests. ETS seeks to incorporate the commodities of this
agreement (RFQ) and negotiate the proper terms and conditions superseding the RFQ for expansion of services and
procurements to other Agencies under a three year contract with (2) one year renewal options. The potential
estimated total five-year value of this action is $1,625,000 or $325,000 per year.

Mission Critical Systems Inc. continues to support and consult on Firewall services and holds extremely sensitive
security information on the County's perimeter network security, as well as exposure to SensitiveSecurity information
(SSI) data for the Aviation division. This request will now incorporate the "SCADA" network required to meet
Department of Homeland Security (DHS) regulations with procurements by the Water and Wastewater Services
Division. In addition. Firewall products and services are now prevalent in the digital Traffic and Engineering Signaling
network. During steady state assistance, {andproviderof previous and future equipment), Mission Critical is aware of
the County's Firewall configurations and the software rules associated with the opening and closing of network ports
into the County network. The configuration information used defines the parameters to connect systems into the
Enterprise network.
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